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Abstract

After a terrorist group attacks, both the attack’s precursors and the group’s makeup are readily discernable.  In some cases, the data necessary to make these inferences and thereby prevent the attacks was available before the attack occurred; while in other cases, only sparse data is available.  As the perpetrating groups become more dispersed, it is increasingly important to provide analysts with tools that investigate not just the individual members, of whom little may be known, but also the group as a whole.  The NetBreaker conceptual prototype is designed to explore analysts’ exploratory and extrapolatory needs, by viewing the groups as complex social networks of heterogeneous agents.  This is implemented through agent-based social modeling, network formation rules, and “space” discovery. 
1. Introduction
After a terrorist group attacks, both the attack’s precursors and the group’s makeup are readily discernable.  In some cases, the data necessary to make these inferences and thereby prevent the attacks was available before the attack occurred, however, as in the case of the September 11th attacks, the data’s collective significance may have been under-appreciated (Report of the Joint Inquiry into the Terrorist Attacks of September 11, 2001, 2003) or other extraneous data may have caused a data overload situation (Patterson, E. S., E. M. Roth, and D. D. Woods, 1999).  In other cases, little may have been known beforehand about the terrorist group, leaving it to analysts to predict both the makeup of the group and the threat it posed. 
Both situations illustrate the difficulties of performing counter-terrorism analysis.  Supplying analysts with improved exploratory and/or extrapolatory tools would increase the efficiency of the process and therefore its success rate.  The NetBreaker conceptual prototype is a tool designed to address these exploratory and extrapolatory needs.  NetBreaker reduces terrorist groups to their basic form, social networks of heterogeneous agents.  This allows the application of agent-based modeling and social network rules to simulate the groups.
NetBreaker uses agent and social based modeling along with network formation rules to find and model all feasible terrorist networks bounded by known social network formation rules, a given list of known participants, along with possible unknown players, existing evidence of interactions between the participants, and hypothesized interactions.  This results in a “space” of feasible networks containing the actual network being investigated.  This space is then used to generate actionable questions whose answers reduce the overall size of the space, narrowing in on the real-world network.

NetBreaker is not alone in the terrorist network simulation.  Other agent-based research has been performed on these covert networks including looking for destabilization strategies (Carley, 2003), analyzing emergent behavior (including terrorist actions) in virtual nations (Lustick, 2003), and researching exploratory tools for analyzing decision-making processes in closed-regimes (Bhavani, R., D. Backer, and R. Riolo, 2002).  In addition, there are many examples of agent-based simulation in the general, military intelligence field and in virtual military war games.  Currently a multi-million dollar simulation framework called One Semi-Automated Forces (OneSAF) is being developed for the U.S. army allowing for massive agent-based simulations of military activities.
2. Design
The NetBreaker conceptual prototype is intended to provide a demonstration of both how an agent-based model can aid counter-terrorist efforts and how the diverse set of variables within this simulation area can be modeled in a simple way, while still considering the complex interactions between these variables.  To aid in the simulation and user interface design NetBreaker was built upon version 2.1 of the RePast toolkit (Collier and Sallach, 2001).
Agent-based modeling is particularly well suited for this type of modeling.  ABM allows the modeled agents to have distinct individual characteristics and behavioral “repertoires” according to such things as their roles, their temperament, their dedication to the group, or their general personality, while still applying generalized rules of social interaction, resource management and network formation.  By analyzing the network space’s emergent behavior analysts can discover aspects worthy of more investigation.

The functions of NetBreaker are broken into two distinct aspects, simulation and space generation.  Simulation provides a basis for determining what a group could do; this includes the building and distributing of weapons and the dissemination of ideas or opinions.  Generation on the other hand looks at what shape the network could take, who interacts with whom, and what these interactions mean for the overall probability and threat of the network.
Both of these functions rely upon a user created network of nodes and edges representing the terrorist group.  Within this network, nodes represent either the members of the group or the resource centers (in general, any agent without a social influence in the network) they use and edges represent the interactions (or hypothesized interactions) between the members.  This network is dynamically editable by the user during the generation or simulation process.
It is also possible to instruct the simulation process by using NetBreaker’s scripting functionality.  By specifying a file of script commands, specific events can be triggered at specified time steps within the program.  Since NetBreaker also has the capability of logging its simulation process, it is possible to re-execute a given simulation.  
3. Simulation

NetBreaker simulates the network with a model built upon a set of orthogonal layers.  Each layer can execute independent of the other layers; however, this is not a requirement and some decisions within the model are made between layers.  Some layers model social network concepts, others resource management.  Based upon their type (social or resource), these layers act upon different sets of agents.  Social layers apply only to agents representing people while resource layers apply to all agents, people and resource centers, in the network.  
Modeling different variables within the simulation through different layers allows for a highly adaptive model.  As the model is refined, layers, and therefore variables, can be added or removed with relative ease.   The current layers are listed below, and are expanded upon in the following sections.
	Social layers

Personality

Transient

Greed, Identity, Leadership, Persuasiveness, Propensity for Supporting Violence
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Propensity to Provide Support


	Resource layers

Diffuse

Discrete

Assembly

Funds

Conventional Weapons

Nuclear, Chemical,

Biological Weapons




4. Social Layers
Social layers model the mindset of the network.  For an agent, this includes willingness to act, support for the cause, and propensity for violence.  Each layer models a distinct attribute.  Some layers represent personality traits, which are generally constant attributes.  In these cases, the simulation will not affect this layer’s variable; it will stay as specified by the user.  However, others attributes are transient and influenced by the other members of the network; the changing states of these attributes form the basis of NetBreaker’s social modeling.
NetBreaker models the effect of these attributes by modeling consensus formation within the network.  The mathematical basis for this consensus formation is based upon work done by Fabio Rojas of the University of Indiana’s Sociology Department (Rojas, 2003). His quasi-Ising model of consensus formation analyzes a network without applying strict rules to the network’s topology.  

5. Implemented Social Layers

NetBreaker currently models eight different social layers.  These are listed here along with a brief description.

· The Propensity to Act layer: This layer represents how likely a person is to commit an act for the group.  
· The Support for Cause layer: This layer represents how much support a person has for their cause, how far they are willing to go.  
· The Greed layer: This layer represents the amount of resources a person wants to have.  
· The Social Identity layer: This layer represents the social stature of a person.  This layer is present to represent the class of a person, whether they are high ranking and influential or low ranking and not.
· The Leadership layer: This represents the leadership ability of a person.  
· The Persuasiveness layer: This represents how skilled a person is in getting others to agree with them.  
· The Propensity to Provide Support layer: This layer represents how likely the person is to provide support to the group.
· The Propensity for Supporting Violence layer: This layer represents how likely a person is to not just commit an act of violence, but also how willing they are to support others in their committing of violent acts.
6. Resource layers
The resource layers apply to all agents within the network, both people and resources.  The resource layers calculate numerous things including: the amount of resources an agent is willing to share, the amount of resources an agent needs to request, the willingness of an agent to acquire more resources, and the willingness of an agent to exchange resources.  

To differentiate between the different types of resources, NetBreaker has three types of resource layers: diffuse, discrete, and assembly each produced, consumed and distributed in their own way.  Within these layers different resources will fall into one of two categories based on whether they are transferred (funds, weapons, etc.) or copied (ideas, etc.).
Diffuse layers are the simplest form of resource layer.  A diffuse resource is one that can be distributed, created, or used in fractional amounts.  This type of resource includes arguably the most important types of resource, funds.
Discrete layers represent resources that must be used in whole units, for example a rifle.  While it is possible to think of a rifle as a set of parts that together make a complete unit, it is mainly considered to be one unit and therefore is modeled so.
The final type of resource layer is the assembly layer.  This is a combination between the diffuse and discrete types.  An assembly layer models those resources that are more likely to be found in parts.  Each part is distributed as a discrete resource, but they are assembled within the model to form a complete unit.  This handles the more complicated resources such as weapons of mass destruction.
7. Implemented Resource Layers

Currently NetBreaker models five classes of resources, and therefore has five resource layers.  These classes are:

· Conventional weapons meaning explosives, guns, surface to air missiles and rocket propelled grenades.  This is a discrete layer.
· Biological weapons including Anthrax, Smallpox, Ebola, Cholera and the supplies for their use.  This is an assembly layer.  

· Nuclear weapons and their parts.  This is also an assembly layer.
· Chemical weapons and their parts.  This is the final assembly layer.

· Funds, currently the only diffuse layer in the model.
8. Resource Management
Any resources an agent is willing to distribute are surplus inventory.  An agent determines the amount of resources it requires based on its production rate, its greed and a request frequency representing how often to stock up on resources.  If an agent has a non-negative production rate it generously places all of its resources into surplus, however if an agent has a negative production rate (a consumption rate) it begins to store supplies.  

The number of resources an agent wants varies according to its greed.  An agent with a low greed will keep a short-term supply of resources, while a greedier agent will attempt to keep a long-term supply. 
9. Acquiring Additional Resources

If an agent determines it requires more resources, it may then begin requesting resources from its neighbors.  The agent will only search for more resources if it is willing to aid in supporting the current cause.  The function calculating this willingness is based on the agent’s current values for the Support for Cause, Propensity for Supporting Violence, Propensity to Act, and Propensity to Provide Support social layers.  If the product of these is greater than a threshold value the agent then requests resources from its neighbors.
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However it is not guaranteed that if a neighbor has surplus it will exchange it with the agent.  When an agent (supplier) receives a request from another agent (recipient) it first checks if it is willing to donate the resource to the agent.  This is based on the values for the supplier’s Propensity to Provide Support, Support for Cause, and Identity social layers.
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If supplier is willing to donate, it will, otherwise the supplier will charge for the resource.  If the recipient has enough funds to pay for the resource it does and the resource is transferred. 
10. Space Generation
When the user has created a satisfactory base network, NetBreaker can generate a derivative space of feasible networks for the group.  This network space is restricted based on the probability of the individual networks existing and the threat the network individual networks pose.
Each connection put into the network by the user has a confidence property.  This property represents the probability of an interaction having occurred between two specific agents.  To generate the derivative networks, NetBreaker first finds the most probable shape for the network.  After this has been determined, NetBreaker begins a breadth-first branching algorithm, adding or removing edges according to their effect on the network’s probability and the agents’ social compatibility (currently based on their Propensity for Violence).  This process continues generating the tree, stopping individual branches when the probability times the threat assessment of the derived network falls below a user specified threshold, or a user specified maximum number of networks has been hit.  When this process is complete, the space of feasible shapes for the network has been generated and they are ranked according to probability and threat.  The user can view these networks or may begin to reduce the size of the space.
As the generation process proceeds, NetBreaker tracks how the connections affect the network space.  This includes the number of networks that a connection is a part of versus the number it is not, and the properties of these networks, particularly their probability and threat assessment.  When the generation is complete NetBreaker then has a view of the importance of each connection to the space.
Using this information on the connections, NetBreaker generates questions the user may answer to shrink the space.  An example of one of these questions would be “Does Hani Hanjour communicate with Ziad Jarrah?”  The answers to these questions remove branches from the tree of derived networks, therefore removing groups of networks from the space. 
Just as with the base network, the derived networks can be simulated, allowing for comparative analysis of the network’s shape.  This is especially useful when combined with NetBreaker’s simulation scripting and analysis functions.  
11. Analysis

NetBreaker also allows tracking of a simulation.  The user can create graphs on the simulation’s attributes, on an agent or network level, and select an attribute to be highlighted on the network display.  For instance, a user could graph the funds traveling through a particular agent, the network’s Support for Cause and select the Propensity to Act layer’s variable to be the basis of the node’s borders.  As the simulation progresses the graph would update with new fund information, while the display would update showing how changes in each agent’s Propensity to Act in an easily discernible way.
Finally, the user may choose to generate summary or detailed reports on the network or the network space.  These reports may include the threat assessment, a listing of the agents in the network, the connections between the agents, and the properties of the layers.
12. Conclusion
The NetBreaker conceptual prototype demonstrates key capabilities and concepts of a terrorist network analysis tool.  NetBreaker considers both the social and resource aspects of these networks, providing a view of possible network dynamics.  As the simulation progresses an analyst is provided with a visual representation of both the shapes the network could take and its dynamics, an estimate of the threat, and quantified questions illustrating what new information would be most beneficial.  NetBreaker’s goal is to reduce surprise by providing and quantifying possibilities, not determining which possibility is correct; extrapolation, exploration and estimation, not interpolation.  NetBreaker does not try to remove a human analyst from this process, but aids that analyst in seeing all possibilities and acting accordingly.
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